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PERSONAL RISK 

FACTORS

Dr. Erik Huffman, 

Cyberpsychologist and Cybersecurity 

Researcher 

 Productive

 Emotionally stable

 Conscientious

 Self motivated

 Open to new experiences

 Younger

 Extravert

 Agreeable

 Social media queen or king

 Don’t question a half story

 Impulsive
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EXAMPLE:
Let’s think about our own personal 

risk factors.

These are 

the people I 

want to hire.

Cybersecurity

Wyoming’s 

Workforce



Oh Behave! The Annual Cybersecurity Attitudes and Behaviors Report 2021 by the National Cybersecurity Alliance 

and CYBSAFE.



CYBERSECURITY IS 

A LEADERSHIP ISSUE



MORE THAN 80% 

OF BREACHES ARE 

CAUSED BY 

HUMAN ERROR No

Yes & I 
have 
used it

Yes but 
I don’t 
use it

Do you have access to 
cybersecurity advice or 

training (ex. At work, place of 
education or library)?

Oh Behave!7 Essential Trends for Cybersecurity Human Risk 
Management for 2021, Living Security.

“Everyone thinks they are 

a good driver & the 

problems are caused by 

the other drivers. 

Cybersecurity is the same.” 

– Dr. Erik Huffman

Global Employee Risk Insights Report, Elevate 
Security, Fall 2020.



GLOBAL EMPLOYEE RISK INSIGHTS REPORT

Human risk has 
remained the top 
breach source for 
the past 5 years 
and currently 
accounts for five 
of the seven 
breach sources 
including: 
phishing, 
password 
security, 
malware, data 
handling, and 
privilege abuse.
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https://elevatesecurity.com/resource/global-employee-risk-insights-report/



GAPS TO ADDRESS

Those that don’t know.

Those that don’t know and 

don’t know where to be 

trained.

Behavior Change

Untrained on security 

risks

No Access to Training

Those that know, but don’t 

act securely.
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ACT

LEARN

ACCESSIBLE

FOUNDATIONAL

Information 

Security Analysts

Texas: 13,410 

Wyoming: 40
May 2020, BLS



DO WHAT DO WE TEACH OUR EMPLOYEES ABOUT 

CYBERSECURITY?

We teach them 

how to tame the 

lizard.



1. What is a lizard brain?

According to a Wall Street Journal article

called “The Biggest Cybersecurity Risk: Our

Brains” on September 9, 2021, lizard brain is a

build up of cognitive biases that can cause us

to misinterpret information.

According to the Cambridge dictionary,

cognitive bias is the way a particular person

understands events, facts, and other people

which is based on their own set of beliefs and

experiences and may not be reasonable or

accurate.

https://dictionary.cambridge.org/us/dictionary/english/cognitive-bias

Mitchell, Heidi. “The Biggest Cybersecurity Risk: Our Brains.” Wall Street Journal, September 9, 2021: R1. Print.

Photo from PxHere



2. But it also hurts your ability to spot a phishing email

CYBERSECURITY TIE-IN

IF

You are misinterpreting the 

information in an email 

OR 

Zipping through your emails 

making snap judgements 

THEN 

you may be reading emails 

with your 

LIZARD BRAIN!
Photo from PxHere



3. Cyber Criminals

Criminals who write phishing emails know how to take advantage of lizard 

brain.  They try to activate our automatic processes so we don’t actually 

think and instead, we just react.

And they use lots of psychological tools to take advantage of the lizard brain and 

make the email more familiar to us.

We should be a lot more afraid of the English 

major than the Computer Science major. 

- Dr. Erik Huffman, Cyberpsychology Researcher

WHY?  Because the English major can craft an email to 

make you click.  They know how to trick your lizard brain

to activate.



4. Psychological Factor 1

Loss Aversion

Do you find the pain of loss to be harder to deal with than the

joy of a gain?

Think about it this way: Are you still ruminating on selling that

1965 Mustang 20 years ago and wish you had not sold it? Do

you kick yourself over a bad investment? This is the pain of loss.

Hackers take this pain of loss and scam you by saying

you are going to lose access to your shipment or a

bank account or your Amazon account….unless you

click on this link and verify your credentials.

Mitchell, Heidi. “The Biggest Cybersecurity Risk: Our Brains.” Wall Street Journal, September 9, 2021: R1. Print.

Photo from PxHere



4. Psychological Factor 2

Authority Bias

Overall, we trust our local leaders, police officers, and military.

We trust the managers we work with and want to be
responsive to them.

Hackers will send an email that looks like it is from an

authority figure, like the CEO of a company or use a

title like Agent, Corporal or Deputy to invoke your

authority bias.

Mitchell, Heidi. “The Biggest Cybersecurity Risk: Our Brains.” Wall Street Journal, September 9, 2021: R1. Print.

Photo from PxHere

We have to think about our leadership style 

from a risk perspective.



4. Psychological Factor 3

Urgency Bias

An urgent matter tends to make us hurry. For instance, if the

boss asks you to do something you usually make it a priority.

Hackers will send emails with ‘limited time offers,’ ‘act

now,’ and make up stories with a sense of urgency.

They take advantage of current events, company

social media accounts, and vendor/supplier

relationships.

Mitchell, Heidi. “The Biggest Cybersecurity Risk: Our Brains.” Wall Street Journal, September 9, 2021: R1. Print.

Photo from PxHere



4. Psychological Factor 4

Halo Effect

What are your associations with the Nike brand? Athletics,

positive messaging, great shoes? This is called the Halo Effect.
We like the Nike brand. We have positive associations with the

brand.

Hackers take advantage of branding by stealing it and

including it in their emails to impersonate the

organization to take advantage of the familiarity and

the positive feelings you have towards the brand.

Mitchell, Heidi. “The Biggest Cybersecurity Risk: Our Brains.” Wall Street Journal, September 9, 2021: R1. Print.

Photo from PxHere



4. Psychological Factor 5

Availability Bias

We make judgments on our most recent experiences,

or what is available to us in our memory. We use this
information to compare to new situations today, what

we are seeing or feeling now.

Many of us are familiar with Amazon being
impersonated in emails, but how many of us are

familiar with local charities and churches in our
communities being impersonated?

Hackers take advantage of availability bias by

creating a completely new situation, something

you haven’t seen before.

Mitchell, Heidi. “The Biggest Cybersecurity Risk: Our Brains.” Wall Street Journal, September 9, 2021: R1. Print.

Photo by RickGalv from PxHere.



4. Psychological Factor 6

Illusion of Unique Invulnerability
Aka Optimism Bias

Have you told yourself, “Ah, this won’t happen to me”
to help yourself feel better about a risk.

According to Dr. Alana Maurushat, Professor of

Cybersecurity and Behavior at Western Sydney
University (Australia), if you are a white male over 40

you are most at risk for this optimism bias.

Hackers know that you don’t think it can

happen to you and craft cunning emails so you

don’t see them coming.

Mitchell, Heidi. “The Biggest Cybersecurity Risk: Our Brains.” Wall Street Journal, September 9, 2021: R1. Print.

Photo from PxHere.



5. What to do?  First, recognize our own biases. Then talk to your employees about their biases

Self reflection:

Think about what personal biases you may have.

• Loss Aversion

• Authority Bias

• Urgency Bias

• Halo Effect

• Availability Bias

• Illusion of unique invulnerability

And remember that this could happen to you.

Good rule of thumb – always verify from an outside

source.

• Do not call the phone number in the email.

• Do not click on any links in the email.

Instead, look up the person’s or company’s

information separately and call.

Don’t trust branding in emails.

If the offer is too good to be true, it usually is.

Activate your thinking brain and kick the lizard out!



WYOMING’S CYBERSECURITY COMPETITION FOR SMALL BUSINESSES!

WWW.CYBERWYOMING.ORG/COMPETITION/ FOR THE REGISTRATION FORM.

Free, sign up today!

Winners get to speak at the Sept 

23 conference

Everyone will be recognized for 

their efforts

No technical experience is 

necessary

Now accredited by the Wyoming State Bar to offer 35 CLE credits!

http://www.cyberwyoming.org/competition/


Free because of CyberWyoming’s Members & Sponsors



OUTCOMES

94.44%
Improved product or service for 

their customers as a result of 

going through the Made Safe 

in Wyoming process

100%
Felt they had created 

relationships that support 

ongoing cybersecurity efforts

100%
Felt they could maintain their 

cybersecurity schedule going 

forward

88.89%
Felt they achieved their 

cybersecurity goals

What is your overall level of confidence with the subject of cybersecurity?

Rank your feelings of aloneness on the topic of cybersecurity.

77.78%
Felt their stakeholders 

recognized (or would 

recognize) their efforts to meet 

cybersecurity goals



WYOMING LAWS

Intellectual property, 
damage, interruption of 
services, extortion, 
credit card fraud, and 
unlawful impersonation

6-3-901

6-3-XXX Criminal Laws

Personally Identifiable 

Information 

40-12-5XX Consumer 
Laws

Based on identity theft, 
credit freezes, and data 
breaches



HOW LONG?

Average cost of 

downtime for a small 

company is $8000, and 

$74,000 for a medium 

sized company.

Ransomware attacks 

cause an average of 

16.2 days of 

downtime.

Wyoming’s Reported Cyber 

Crime Losses 

2016:  $913,941

2020:  $5,096,704

FBI Internet Crimes Complaint Center

RECOVERY 

https://www.ic3.gov/Home/AnnualReports

https://www.comparitech.com/data-recovery-software/disaster-recovery-data-loss-statistics/

https://www.ic3.gov/Home/AnnualReports
https://www.comparitech.com/data-recovery-software/disaster-recovery-data-loss-statistics/


Verizon’s 2020 Data Breach Investigation’s Report

Containment does not include notification, investigation, and legal follow up.



DOES METADATA MATTER WITH DATA PRIVACY?

Yes

Definition:

Metadata is information stored 

within a document, email or 

picture that is not evident by 

just looking at the file.  

Talking to 

everyone we can
This will be ongoing.

6-3-901 PII

It is an electronic fingerprint 

that shows things like your 

name/initials, company name, 

computer name, location of 

the document, and more…

Have the draft of a 

program
CyberWyoming

Cyber Readiness Institute

CISA Cyber Essentials

CISM-like Apprenticeship 

https://dataedo.com/kb/data-glossary/what-is-metadata

https://dataedo.com/kb/data-glossary/what-is-metadata


THINK ABOUT WHAT INFORMATION YOU WANT ON YOUR WEBSITE

Even though your board and staff may be considered public knowledge, do you really want to post their 

address, phone number, and email addresses on the website?  

It is like putting their phone number on a banner on the NY Times Square.

There are ways to hide 

personally identifiable 

information by 

requiring unknown 

parties to go through 

a ‘contact us’ 

process.



THIS IS A GREAT WAY TO DO IT

Member directory from WSAE….

It may also be a good idea to make sure that nothing is published on your website that isn’t published on 

the Wyoming Automobile Dealers Association website, for instance.



GREAT TIP FOR YOUR MEMBERS

https://www.immuniweb.com/darkweb/

This is a great tool in case your members want to see if their website is being spoofed or typo squatted.

https://www.immuniweb.com/darkweb/


This is 

what the 

report 

looks like.





MICROSOFT – MlCROSOFT (can you tell the second Microsoft has a small L in place of the “I”?



https://www.cyberwyoming.org/competition

QUESTIONS?

LAURA BAKER

CYBERWYOMING

INFO@CYBERWYOMING.ORG

https://www.cyberwyoming.org/competition 



WHAT PEOPLE THINK

Cybersecurity is a 

technology issue.

Cybersecurity 

requires a large 

financial investment.

Outsourcing work to a 
vendor will wash your 

hands of security liability in 
the case of a cyber 

incident.

Cyber breaches are 
covered by general 

liability or professional 
liability insurance.

#1 #2 #3 #4 #5

My data or the 

data I have access 

to isn’t valuable.

33https://staysafeonline.org/cybersecure-business/cybersecurity-misconceptions-smb/



WHAT PEOPLE THINK

34

Young people are 
better at 

cybersecurity than 
others.

Compliance with 
industry standards is 

enough for a security 
program.

Digital and physical 

security are 

separate.

New software and 
devices are 

automatically secure 
when I buy them.

#6 #7 #8 #9 #10

Cyber attacks 

always come from 

external actors.

https://staysafeonline.org/cybersecure-business/cybersecurity-misconceptions-smb/



WHAT PEOPLE THINK

35

Psychological Distortions that hurt adoption of 

cybersecurity best practices

• It won’t happen to me.

• I have more immediate needs to spend my money 

on.

• The personal data is already ‘out there’.

• I am uncomfortable with technology.

• I don’t understand or trust technology experts.

Privacy in electronic commerce & economics of immediate gratification, Acquisti, 2004.
If it ain’t broke, 

don’t fix it.


